Cyber Incident
Incident Annex lll
Colorado State Emergency Operations Plan

LEAD AGENCY: Office of the Governor

SUPPORTING AGENCIES: All Agencies and Offices

PURPOSE

The State of Colorado’s Cyber Incident Annex was established to effectively
address the need for the successful handling of, and response to, cyber security
incidents. All cyber security incidents must be reported in accordance with
policies and procedures established in the Colorado Cyber Security Program
(CCSP).

SCOPE

The CCSP requires participation from all Colorado public agencies and other
users utilizing shared State resources including the Multi-Use Network (MNT) or
shared data center. Participation is also required from all public agencies and
service providers that operate critical state systems.

SITUATION

An information security event usually results from man made technological cyber
attack that produces damage and results in a large number of requests for
services to mitigate the cyber attack. The state, when notified of an emergency
situation at the state level, will monitor the situation and provide assistance as
resourced.

CONCEPT OF OPERATIONS

A. Cyber security incidents are identified and reported by the State public
agencies. Inresponse to an incident, the State public agencies involved
in the response will assess the situation to identify any needs and
requirements.

B. Due to the sensitivity of cyber security, specific reporting, response, and
recovery procedures are addressed elsewhere.

ORGANIZATION and RESPONSIBILITIES

The Office of the Chief Information Security Officer (CISO) is responsible for
implementing the State cyber security program.
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